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Abstract. Actor-based modeling has been successfully applied toegesentation of concurrent
and distributed systems. Besides having an appropriatefanieint way for modeling these systems,
one needs a formal veri cation approach for ensuring theirectness. In this paper, we develop
an actor-based model for describing such systems, use tahlpgic to specify properties of the
model, and apply different abstraction and veri cation hwats for verifying that the model meets
its speci cation. We use a compositional veri cation appoh for verifying safety properties of
these models. For that we introduce a notion of componesgdan an user-de ned decomposition
of the model. Components are more abstract than the mod#| #sd so we can reduce the state
space of the model which makes it more amenable to model sfetdchniques. We prove that our
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abstraction technique preserves a set of behavioral spa@ns in temporal logic. The soundness
of the abstraction is proved by the weak simulation relatietween the constructs.

Keywords: actor model, reactive systems, model checking, compositiveri cation, property
preserving abstraction.

1. Introduction

Reactive systems are systems which have ongoing intemactiith their environments, accepting re-
guests and producing responses [28]. Such systems arasimggly used in applications where failure is
unacceptable: electronic commerce, high-speed comntioriaaetworks, traf ¢ control systems, avion-
ics, automated manufacturing, etc. Correct and highly uieglele construction of such systems is par-
ticularly important and challenging. A very promising amdrieasingly attractive method for achieving
this goal is using the approach of formal veri cation.

A formal veri cation method consists of three major compotse a model for describing the behav-
ior of the system, a speci cation language to embody coness requirements, and an analysis method
to verify the behavior against the correctness requiresn@s, 29, 11].

Object-oriented modeling is widely used for representiegctive systems, which usually exhibit
concurrency and are distributed. The actor model [3, 5] isteebcandidate than existing object oriented
programming languages, because the unit of distributiohcancurrency are objects themselves and not
threads, like in Java. This provides a simpler and more abtoncurrency model. The actor model also
promotes independent computing entities to support maratistribution, dynamic recon guration,
openness, and ef cient parallel execution.

Much work has been done on formal methods with different &intimodels for system behavior
and different veri cation approaches; also, the actor niéglased in different ways for modeling open,
distributed systems. But to the best of our knowledgeeligldone on verifying actor languages (related
work is discussed in Section 2).

In this paper we present a formal method for specifying amifyweg properties of actor-based
models inRebecd [39, 41]. Rebeca is inspired by the actors paradigm, but wedideyond it by adding
the concept otomponent@and the ability to analyze a group of active objects as a commn Also,
we haveclasseghat active objects are instantiated from. Classes sertengslates for state, behavior,
and the interface access; adding reusability in both mogednd veri cation process. Our method is
supported by a front-end tool for the translation of Rebecalets into languages of existing model
checkers. In order to cope with the problem of the state spapksion we propose a compositional
veri cation approach which exploits the modular design @td@ca models and the decomposition into
components.

More speci cally, the key features of our work are:
using theactor-basedasynchronous event-driven model for the speci cation etise systems;

introducingcomponentsis open (sub-)systems as a basis for compositional veiorcat
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presenting dormal semantic$or the model and components, comprising their states, aomoa-
tions, state transitions, and the knowledge of accesgidgfaces, which provides a formal basis
for proving the correctness of our abstraction and redndgchniques;

using differentabstraction techniquebased on the computing paradigm of the language which
preserve a set of behavioral speci cations in temporaldpgnd which reduce the state space of a
model, making it more suitable for model checking;

establishing the soundness of these abstraction teclntmuproving aveak simulatiorrelation
between the constructs;

case studies for the application of ocwmpositional veri cationapproach, using the speci ed
abstraction techniques;

translating Rebeca models into target languages of egistindel checkers, enablimgodel check-
ing of actor-based models.

We explain Rebeca and the above features in the followintiosec

Outline of the paper. In Section 2 we review the work that is related to our apprazahodeling and
analyzing systems. Section 3 presents the modeling laegRabeca and its syntax and formal semantics
for Rebeca models. Model checking Rebeca models is explam8ection 4. Compositional veri ca-
tion and components as open systems are explained in Séctigveak simulation, as an abstraction
technique applied on Rebeca components, and the theoraudaiormally justify our compositional
veri cation approach are de ned in this section. In Sectiwe brie y introduce our tool for automatic
translation of Rebeca models and components into populdehuiecking languages. A running exam-
ple is used through the paper to clarify syntax, semantiosiainchecking and compositional veri cation
of Rebeca models. Section 7 concludes the paper and shodsebgon of our future work.

2. Related Work and Motivation

Different languages have been proposed for modeling comeuand distributed systems at different
levels of abstraction. These languages also vary with otg¢pehe formalization of their semantics and
corresponding veri cation techniques, and to what exteese formalizations are supported by tools.

Examples of languages which provide a high-level of abstaare CSP [20], CCS [33], I/O Au-
tomata [26], and RML [8]. A formal semantics of the actor laage introduced in [3] is presented in
[4, 44]. RML is supported by the model checker Mocha [9]; aRAs the proof and analysis tool for
CSP [36].

On the other hand, veri cation techniques and correspandaols have also been developed for
existing programming languages. For example, the NASA® RathFinder [18] is a translator from
a subset of Java to Promela [2]. Its purpose is to establishnacivork for veri cation and debugging
of Java programs based on model checking. The Bandera To¢l®gds an integrated collection of
program analysis, transformation, and visualization congnts designed to allow experimentation with
model-checking properties of Java source code. Bandees tdva source code and a speci cation
written in Bandera's temporal speci cation language asuip@nd it generates a program model and
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speci cation in the input language of one of several exigtinodel-checking tools. These tools in prin-
ciple can be applied directly to the veri cation of the adtiraplementation. However in practice such
veri cation is only possible after an application of certabstraction techniques to both the data and
control [15].

Another approach is to use the language of a model checledfriiismodeling concurrent and dis-
tributed systems. Some of these tools are successfullyinssthlyzing real systems, like NuSMV [1]
and Spin [2]. The NuSMV system is a tool for checking nitetetaystems against speci cation in the
temporal logic LTL and CTL. Spin is a widely distributed sefire package that supports the formal ver-
i cation of distributed systems. Spin uses a high level laage to specify systems descriptions, called
Promela and LTL is its speci cation langauge. However thasguages are designed for model check-
ing purposes and their formal semantics are usually noti@bplgiven. Using these tools also needs
certain expertise.

Apart from the identi cation of suitable language charaistiics which mainly concern modeling
issues like the level of abstraction, modularity and ugglibr practitioners, the two main approaches in
formal veri cation both have their own de ciencies: Modéhecking in general suffers from the state-
space explosion problem and deductive veri cation techegjrequire a high expertise and intensive
interaction with the underlying theorem prover. In genecaimpositionality allows one to master both
the complexity of the design and veri cation of software nated Decomposing a model into sub-models,
verifying the properties of sub-models, and deducing theral property is the main idea in composi-
tional veri cation methods. Compaositional veri cation idoe exploited effectively only when the model
is naturally decomposable [35].

Compositional veri cation has been used in different way#he analysis of models of concurrency.
Clarke, Long and McMillan used interface processes to mtidekenvironment for a component [12].
They modeled systems as nite transition systems and usad[Td] to specify their properties. Input-
output automata for modeling asynchronous distributetesys [27, 26] are introduced by Lynch and
Tuttle. They showed how to construct modular and hieraethgorrectness proofs for their models.
Kesten and Pnueli mentioned modularization and abstraetiothe keys to practical formal veri ca-
tion, using fair Kripke structure as the computational middereactive systems and temporal logic as
a requirement speci cation language [22]. An extension igfrbulation in a compositional proof of
correctness of a protocol is used by Larsen and Milner in.[28Jir and Henzinger proposed RML for
modeling a system and used a subset of linear temporal iggcnating-time temporal logic, to specify
its properties [8]. RML supports compositional design aed gation. Its compositional veri cation
approach is assume-guarantee.

In the design of Rebeca both modeling and veri cation isspleyed a dominant role. Object-
oriented modeling can be considered as the most succesggiitdaech in modeling in the software engi-
neering community. The main motivation in designing Rehisda provide an object-based language
with clearly de ned encapsulated units of concurrency wiatgan be easily used by software engineers.
Furthermore, Rebeca provides a natural modular desigroapipiwith loosely coupled modules which
makes the model suitable for applying compositional vexiion techniques.

Object-oriented models for concurrent systems have widleBn proposed since the 1980s [3, 10,
14]. Theactor model was originally introduced by Hewitt [19] as an ageasdd language. It was
later developed by Agha [3, 4, 5] into a concurrent objedeoamodel. The actor model is proposed
as a model of concurrent computation in distributed, opetesys. Actors have encapsulated states and
behavior; and are capable of changing behavior, creatimgawntors, and redirecting communication
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links through the exchange of actor identities. Valuablekntas been done on formalizing the actor
model [5, 30, 44, 45, 17]. The actor model was rst explaineda&imple functional model [3, 4, 5], but
several imperative languages have also been developed base[34, 48, 47]. Besides its theoretical
basis, the actor model and languages provide a very usafukfivork for understanding and developing
open distributed systems.

As far as we know, there is hardly any work on the tool-sumabformal veri cation of actors [41,
37]. In order to integrate the practice of software engimgeand formal veri cation Rebeca provides a
rigorous semantic basis of an imperative view of actorss tHasigned based on a powerful yet simple
paradigm; providing the basic necessary constructs ina ke syntax which is easy to use for practi-
tioners. In this paper we show how to exploit the event-arisemputation model of Rebeca in automated
abstraction and compositional veri cation techniquesahpreserve LTL-X and ACTL properties.

A tool for translating Rebeca to SMV and Promela enables unsadel check Rebeca codes both in
closed and open forms. We use our tool to show that our cotiquael veri cation approach reduces
the state space in many practical cases [40]. A similar ambran using abstraction technique for model
checking SDL systems is discussed in [21].

3. Rebeca: Syntax and Semantics

The model proposed here [39] is similar to the actor modehat it has independent active objects,
asynchronous message passing, unbounded buffers for gaesstynamically changing topology, and
dynamic creation of active objects. We add class declarsitio the syntax; classes act like templates
for states, behavior, and interfaces of active objects.oAlge have the notion of a component as a
set of concurrently executing active objects, and the rolaternal and external active objects differs
from the one in the original actor model [3]. Our components sub-models which are the result of
decomposing a closed model in order to apply compositiogdloation, and should not be confused
with the concept of components in component-based modeltnigh are independent modules with
well-de ned interfaces.

Our objects are reactive and self-contained. We call eatiheon arebeg for reactive olpect. Com-
putation takes place by message passing and executionaditesponding methods (message server) of
messages. Each message speci es a unique message seémioked when the message is serviced.
Each rebec has an unbounded buffer, called a queue (or inflooxdrriving messages. When a message
at the head of a queue of a rebec is serviced, its message seimoked and the message is deleted
from the queue. We may refer to the messages as 'method timocaquests'.

Each rebec is instantiated fromaassand has a single thread of execution. We de nmade] rep-
resenting a set of rebecs, as a closed system. It is compbsgleas, which are concurrently executed,
and are interacting with each other. We can introdtem@ponentsis open systems, consisting of subsets
of rebecs in a model.

The execution of a message server is triggered by remowngéissage from the top of the queue
and results in an atomic execution of its body which cannoinberleaved by any other method exe-
cution. Note that this coarse-grained granularity of therleaving of methods is compatible with the
asynchronous nature of the communication of Rebeca, whiek dot contain suspending communica-
tion primitives (e.g. a possibly suspending receive stdteglso reduces the state space and makes the
model simpler.
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3.1. Syntax

The syntax for reactive classes (reactive-object temglatebecs (reactive class instantiations), and

models (parallel composition of rebecs) is presented imr€id.. The syntax of a

de nition is similar to Java, except for the de nition of . The rebecs included in the
part of a reactive class de nition, are those rebecs whiglr tmessage servers may

be called by instances of this reactive class.

After declaring the known rebecs, a list of reactive claskslseare declared in part.
Then the methods, which may themselves contain local edahre de ned as message servers. Vari-
ables are typed, and method declarations follow a standarth)s Unlike Java, methods have no
return mechanism and therefore no return type. The coreusye for statements ( )
allows the remote method invocation requests ( ), assignments ( ), if-statements
( ), object creation ( ), and sequential composition.

In , after specifying the callee (receiver) id, the method name actual parameters are in-
cluded. This can be viewed as a message consists of the ichllaessage id and the parameters passed
to the callee. Although not mentioned explicitly in the reages, the caller (sender) passes its rebec iden-
tity (self) to the callee (receiver). Caller and callee maytlre same rebec, modeling local calls (sends
to self).

It is required that every reactive class de nition has astemne method namaditial. In the initial
state of the system, each rebec ha#itial message in its message queueindial is the rst method
executed by each rebec. After de ning the reactive clagbese is a keyword followed by the
de nition of the Rebeca model which is de ned as a nite calt®on of rebecs that are (created and
then) run in parallel. In declaring a rebec, the bindinggsknown rebecs is speci ed in its parameter
list.Variables are typed and the variables denotikg@vn objectareceiverof a message, andcaeated
object have to be of typsbec identi er. Rebec identi ers can be passed as parameters, but cannot be
referenced in aassignmentstatement.

We use producer-consumer as a simple running example thibegpaper to show the syntax and
semantics of Rebeca and also other main ideas of the papestaWeavith a simple version and discuss
different features of Rebeca by extending this example.

Example 3.1. (Producer-consumer: a Rebeca model)

There is a buffer which a producer puts its products in it armbrasumer takes the products from it.
The producer cannot put a product in a full buffer and a comswrannot take a product from an empty
buffer. Also, the buffer is a critical section that both threqucer and the consumer cannot put and take
the products in/of the buffer at the same time.

The system consists of reactive class@siffer, Producetr and Consumer that are templates for
de ning a buffer, a producer, and a consumer (see Figure Be Khown rebecs of the Buffer are the
Producer and the Consumer, and the known rebec of the Proalidehe Consumer is only the Buffer.
The Producer and the Consumer do not send messages to eacHichtly.

State variables of each rebec are declared after the knojentebThe rebec buffer has variables to
show when the buffer is empty or full, whether the producetherconsumer are waiting, the length of
the buffer which is the number of elements in the buffer, aomhiers to the next empty and next full
elements which the producer puts the next product in it aaattimsumer takes the next product from it.
The producer and the consumer have no state variables.
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Figure 1. Reactive class, rebec and model de nition syntax
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activeclass BufferManager(5) {

knownobjects {
Producer producer;
Consumer consumer;

statevars |
oo lesn enptag
oo lesy Dully
boolean producerWaiting;
boolean consumerWaiting;
int bufferCount;
int nextPreduce;
int nextConsume;

}

msgerv initial() {
bufferCount = 5;
enmpty = true;
full = false;

producerWaiting = false;
consumerWaiting = false;
nextProduce = 0;
nextConsume = 0;

msgsrv giveMeNextProduce() {
if (empty || ! (nextProduce ==
nextCconsume) ) |
producer.produce (nextProduce) ;

producerWaiting = true;

}

mesgsrv giveMeNextConsume () {
if (lempty) {
consumer.consume (nextConsume) ;

consumerWaiting = true;

megary ackbProduce() |

nextProduce = (nextProduce + 1) %
bufferCount;
if (nextProduce == nextConsume) |

full = true;

enpty = false;

if (consumerWaiting) |
consumer.consume (nextConsume) ;
consumerWaiting = false;

msgsrv ackConsume () |

nextConsume = (nextConsume + 1) %
bufferCount;
if (nextConsume == nextProduce) |

empty = true;

full = false;

}

if (producerWaiting) {
producer.produce (nextProduce) ;
producerWaiting = false;

}

activeclass Producer(5) |

}

knownokjects |
BufferManager bufferManager;
}
statevars |
}
megsrv initial() {
self.beginProduce();

}

msgsrv produce(int bufNum) |
bufferManager.ackProduce();
self.beginProduce();

}

msgerv beginProduce() {
bufferManager.giveMeNextProduce () ;

1

activeclass Consumer(5) |

}

knownobjects |

Buf ferManager bufferManager;
}
statevars |

}

msgerv initial() {
self.beginConsume();

}

msgsrv coeonsume (int bufNum) |
bufferManager.ackConsume () ;
self.beginConsume();

}

msgsrv beginConsume () {
bufferManager.giveMeNextConsume () ;

}

main |
BufferManager bufferManager (producer,
consumer) : () ;
Producer prcducer (bufferManager):();
Consumer consumer (bufferManager): ();

Figure 2. Producer Consumer example
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State variables are followed by message servers. Eachveealdss includes an initial method as
explained earlier. The buffer has two message serversgaduo get the requests of the producer and
consumer. Two other message servers get the acknowledtgewfetne producer and consumer and
make the pointers and full/empty indicators up to date.

The producer have two message servers, the mdibgmhProducerequires an empty space in the
buffer by sendinggiveMeNextProducenessage to the buffer, and the methitrdduceis called by the
buffer to provide the index of the empty element availabletlie producer to put its product. By execut-
ing the methodProducean acknowledgement is sent to the buffer atdginProducenessage is sent to
self to repeat the cycle of production. The body and behadfithe consumer is similar to the producer
with the symmetric message servers.

3.2. Semantics

The operational semantics of a reactive system can be deasatllabeled transition system. Labeled
transition system is a quadruple of a set of statds & set of labels (), a transition relation on states
( ), and a set of initial states of the system),

To de ne operational semantics of Rebeca, we rst formatize de nitions of a rebec, a model, and
their constituents (Figure 3). A rebec, with a unique identi er , is de ned as a triple
where is the set of its state variables, is the set of its methods identi ers, and is the set of aII
known rebecs of . For a Rebeca model, there is a universal seftall rebec identi ersthat are involved
in the model, and a universal setof all known rebec®f all members of .

A message is de ned as: , Where is the identi er of the
sender, is the identi er of the receiver, and denotes the method of receiverwhich is called
when the message is received. For the sake of simplicity,gneré the message parameters in our
semantics de nition. is the set of all possible values for all types of variables ttan be de ned in a

rebec, is the set of possible values for variables of reheand
Each rebec has a queue which can be de ned as a nite sequémuessages. We denote the set
of all nite sequences on a given setas . The mailbox of a component is like a multi-queue

consisting of all the queues of its rebecs and includinghallmhessages that have been sent from internal
rebecs and have not yet been received. Operational sesahticRebeca model is de ned as a labeled
transition system , and is shown in Figure 4.

The state space of the model is

1)

where each is a model of the local state of rebecconsisting of a valuation that maps each local eld
variable to a value of the appropriate type; and the inbpanunboundeduffer that stores all incoming
messages ( ) for rebec in a FIFO manner.

The set of action labels is the set of all calls in the given : such calls record the
processing of those messages that are part of the targetpebeded message servers;

A triple is an element of the transition relationiff

in state there is some ( ) such that is the rst message in the inbox, is of the form
, and is the rebec identi er of the requester (sender rebec,
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is a rebec with the unique identi er de ned as
is the set of state variables of the rebec
is the set of methods identi ers of the rebec
is the set of all known rebecs of.
is the set of all rebecs identi ers.
is the set of known rebecs of all rebecs.
is the set of rebecs concurrently executing, making the closed model and we have

is a message sent by the rebec  to call the method of rebec .
is the set of all possible values for all types of variableg ttan be de ned in a rebec.
is the set of possible valuations for variables of rebec
is the set of possible valuations for variables of model

is the set of possible states for the inbox of mode] de ned as a multi-queue. Each
queue is de ned as a nite sequence of messages corresgptalam internal rebec as the receiver.

Figure 3. Summery of De nitions.

implicitly known by the receiver), is the rebec identi er of (receiver rebec), and is the
name of the method of which is invoked, together with its parameters ;

state results from state through the atomic execution of two activities: rst, rebecdeletes
the rst message from its inbox , second, method is executed in state. The latter may add
requests to rebecs' inboxes , change the local state, aatéarew rebecs;

if new rebecs are created in the invocation gfthen the state spaceexpands dynamicallfrom
the one in (1) to

(2)

where ranges over the new rebecs created within that method itisocand is an element
of (2);

Clearly, the execution of the above methods relies impliadh a standard semantic for the imperative
code in the body of method . Within such code, requests may be issued and rebecs may be
created. In our semantics, messages (method invocatiaests) ( ) are the sole mechanism for
communication between these rebecs. Regardinmthie behavior of our semantics, communication
is assumed to be fair [3]: all requests eventually reach their respective inboxes ahéweihtually

be invoked by the corresponding rebec. The initial statis the one where each rebec has its

message as the sole element in its inbox.

Example 3.2. (Producer-consumer: Initial state)
In Example 3.1, in the initial state there are a buffer, a poed and a consumer with thémitial methods
in their inboxes. So, we have three enabled transitions.cufiian of theinitial methods may cause
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Operational semantics of a model is de ned as a labeled transition system
is the set of states where . is the set of possible values for all the variables|
rebec , is the set of known rebecs and known methods pind s the set of possible states for the message
queue.

is the set of labels, that are all possible messages that egrassed around in , where
we have

is the set of transition relations on states, where
, iff , and is an enabled transition, which means
,i.e., is amessage on top of the queue and
results from and as follows:

— The message is popped from , i.e.,

— Transition that is red by message causes the method of the rebec to be executed as an
atomic operation, in which:
Execution of ordinary statements in may change the value of some variables ¢f ), and
execution of each statement in , changes the message queue().

execution of each statement in expands the state spacedynamically from to
where is the created rebec.

is the initial state of the model. Variables are initializedheir default values according to their type
and is de ned such that the queue of each rebec with identi éncludes only the message L tis
obvious that

Figure 4. Operational Semantics of a Rebeca Model.

sending messages to others omsedf and/or setting eld variables. In the initial method of thebec

2]

buffer instance variables are initialized; and in the alithethods of the rebecs producer and consumer

messagebeginProduceandbeginConsumare sent to self.

Example 3.3. (Producer-consumer: state transitions)
Here we mention some of state transitions of the system.

After execution of the method of the producer, we havebaginProducemessage in its

inbox. When thebeginProducemessage in the inbox of producer is selected to be servesl, it i

popped from the inbox and its code is executed by sending gssagegiveMeNextProduceo
the buffer. Thismessagés added to the inbox of the buffer.

Execution ofgiveMeNextProducenethod by the buffer depends on the state variable If the
variable is false, it causes sendingPepducemessage to the producer, if the variable is

true the state variable is changed to true to show that the producer is waiting for

an empty place to put its product in.

Example 3.4. (Producer-consumer: Dynamic creation and toplogy)

Another version of producer-consumer example is showngar€i 5. In this example we show dynamic

creation of rebec buffer, and dynamic changing topologylikdrin Example 3.1, where there is one

instance of rebec buffer, and a constant number of buffeneiés available, here we allow dynamic
creation of instances of rebec buffer. Each buffer has offerfceiement and a pointer to the next buffer.
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Figure 5. Producer-Consumer Example (with Dynamic Behavio
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At the initial state one buffer is created, after one proitucthe producer makes the buffer element of
this buffer full. Then, for the next product another buffercreated. Buffer rebecs are like the nodes of
a link list which are created on demand. The rebec consurags $b consume from the rst node and
moves forward in this link list. For the sake of simplicityewdo not model releasing of the consumed
nodes.

As shown in Figure 5, if a buffer is full and a producer asksd@pace by sendingadyToProduce
then a new buffer is created and its known objects are set tbébproducer and consumer. Then, the
rebec id of this new rebec is sent to the producer as a paraofetiee messagsetBuffer Execution
of the message server sétBufferwill change the known object of the producer to the bufferchhis
newly created. This is an example of dynamic changing tapolo

4. Model Checking Rebeca Models

In formal veri cation we try to prove or disprove that a modsltis es some speci cations. There are
two basic approaches to analysis: model checking and deduunethods. Typically, model checking
is performed by an exhaustive simulation of the model on adisfble inputs. In this case, a software
tool performs the analysis. In a deductive method, the prabk formulated as proving a theorem in
a mathematical proof system, and the modeler attempts tetramh the proof of the theorem (usually
using a theorem prover as an aid) [7].

For verifying the behavior of a model, we need a language ¢gigpits properties. Temporal logic
and automata are alternatively used for this purpose. Herehwose temporal logic as our property
speci cation language. Model checking can only be applied rite systems, so we use abstraction
techniques to make our model nite. Unbounded message guanbounded data types, and unbounded
creation of rebecs are not allowed. Another method for reduthe state space is the coarse grained
granularity in the interleaving that models the concuryenicthe system. Each method is executed as an
atomic operation. Below, we describe these features in hubdeking Rebeca models in more detail.

Property speci cation language We use temporal logic as our property speci cation language
temporal formulds constructed out dftate formulagassertions) to which we apply boolean connectives
and temporal operators. State formulas are propositiomedever standard operations and relations
over , where . We naturally do not consider the message queue contentsr igtate
formulas. So, the properties are based on state variabkcbfrebec in the model. For model checking
we abstract from the dynamic rebec creation and dynamiogthamopology and consider it as the future
work.

Bounded queues Finite-state model checkers are not able to deal with i rgtate space, which is
present in Rebeca due to the unboundedness of the queuegitgapThus, we need to impose an
abstraction mechanism on our models: each rebec has apgseied, nite upper bound on the size of
its queue. The computation of the successor staté a transition is as before, except that
equals (stuttering step) if the requestid not reach the lled-up queue of the target.

In general, unbounded queues still provide a major chaflangautomatic veri cation, and it is
common practice to introduce upper bounds for the queues pfasence of bounded queues may
complicate the interpretation of the analysis results,thetpossible counter-examples found by model
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checkers can be used in debugging. There are also many basékse number of sent messages does
not increase unboundedly and so the queues stay boundetieda tases, for keeping the semantics
unchanged it is suf cient to choose a proper size for the gudi some cases like in modeling security
protocols we want the queues to be bounded to be able to muelelver ow condition of the queues.
Our contribution here is in the compositional veri catioppoach, where the queues are abstracted from
the external messages, and thus external messages doadasgito over ow (discussed in Section 5).

Atomic execution of each method As we do not have any explicit receive statement in Rebedh, an
as we do not have any shared variable among rebecs, we cariexethout loss of generality a method
atomically. More speci cally, all generated messages ocarsdnt at the end of each method execution
preserving the order. In general for model-checking pupage have to assume for each possible loop
in a method a static given upper bound of its iterations. €quently a program with such loops can be
compiled into an equivalent program without loops.

A front-end tool for model checking For model checking Rebeca codes we developed a tool which
is explained in Section 6. Using this tool we can translatbedRa codes to SMV [1] or Promela [2] and
model check it by existing model checkers. In these tooldhave bounded data types, bounded message
gueues and in the future version a bounded number of rebatiare Property speci cation language

is based on the speci cation languages of back-end modalkens: LTL and CTL. The execution of
each method is accomplished as an atomic operation. Mebiagks are not implemented yet. A queue
length, which can be different for each rebec, is providedhsytool and is de ned by the modeler.
The queue over ow can be checked as a property by the tooltl@dueue length can be increased if
necessary. In the models which the number of sent messagesdbincrease unboundedly, and thus
the queue is bounded itself, this facility made it possibl@revent the queue over ow and to keep the
semantics of the original model unchanged. An ongoing ptagadeveloping another tool for generating
the state space from Rebeca codes and then model checlcitydire

Example 4.1. (Producer-consumer: Model checking the code)
The producer-consumer Rebeca model in Figure 2 (with dteti@vior) is translated to SMV using our
tool and then it is model checked using NuSMV. The total stpi@ce generated by NuSMV includes
states and the reachable state arestates. The safety properties:
and

are checked and are both true.

5. Compositional Veri cation

One of the most important problems in model checking is thtestxplosion problem. Compositional
veri cation is a way to tackle this problem. In compositidbwari cation the goal is to check properties of
the components of a system and deduce global propertiesifigse local properties. The main dif culty
with this approach is that local properties are often nos@need at the global level [12].

In compositional veri cation, the speci cation of a systeim decomposed into the properties of
its components which are then veri ed separately. If we aedthat the system satis es each local
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property, and show that the conjunction of the local prapeiimplies the overall speci cation, then we
can conclude that the system satis es this speci cation[B# 11, 32]. There has been a strong trend to
use compositional approaches in formal veri cation of eyss$ [23, 43, 46, 41]. The closest approach to
our work is [38].

An overview In its simplest form assume a system consists of two modulaad which commu-
nicate with each other and also with their environment. Wanasthis system as . If is the

speci cation of ( ) and is the speci cation of ( ), we would like to reason
according to the following rule [31]:

As mentioned above, the local property does not necessarily hold afteris composed with .

To use the above rule, the composed system should maintaneint properties of its components. In
other words composition of and should not alter and  in the whole system.

In addition, a component of a system is typically designedadk only in the environment of that
system. Thus, the module does not necessarily satisfy the useful property that we itean arbitrary
environment. The reachable state space of any possible environment may in fact be much larger than
the state space of composed with . This is calledenvironment problemTwo possible solutions for
this problem areompositional minimizatiomndassume/guarantee reasoninbp compositional mini-
mization a reduced version of, say , is derived that characterizes just the behavior dfiat is visible
to . is called aninterface processind models a reduced environment. The property of can
also be stated for . In assume/guarantee reasoning, is speci ed and guaranteed regarding some
assumptions about the environment which have to be satisyed. In our compositional veri cation
approach we model a reduced environment which can be coedids compositional minimization. We
also apply some further abstractions on the reduced emaiah which is explained in the following
section. We may also need some assumptions about the eme@nbrio prove certain properties, but in
general we do not apply assume/guarantee approach.

5.1. Compositional Veri cation in Rebeca: Components

In general, compositional veri cation may be exploited maffectively when the model is naturally
decomposable [35]. In particular, a model consisting oénmehtly independent modules is suitable for
compositional veri cation. Our actor-based model prowdich independent modules because of the
asynchronous communication mechanism which involve onlgxplicit non-blocking send operation.

Decomposition into components In Rebeca, for veri cation purposes we madgcomposea closed
model and think of one part as a component which is an opeerayahd the remainder as the environ-
ment that makes the overall system closed. This de-conosdetermines which rebecs in the model
have to be modeled with state and behavior (the componedtjvaich rebecs may be abstracted such
that they onlysendmessages (the environment).
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Modeling environment Since environment rebecs never execute their own methogl® is no need
to model their inboxes, state, or behaviors. In a Rebeca cnem model, we call environment rebecs
externaland all other rebedsiternal.

Abstracting environment This de-composition process abstracts the model consgigeranly inter-

nal rebecs are fully modeled; external rebecs are only neddeltheir capacity to request remote method
invocations (sending messages). So, they are only modsléteaset of external messages that can be
sent by them. This set of external messages represent tieranent for the component.

Abstracting the queues from external messagesinstead of putting external messages in an internal's
inbox, they may be processed at any time, up to fair intehgawith the processing of requests in the
inbox. This makes the model checking more ef cient. Formdtle behavior of the environment of a
component is modeled by additional transitions which dbedts messages sent to the component. In
other words with respect to the external environment, a corapt behaves like an 1/0 automata [26],
where inputs from the environment are always enabled.

External messages attached to componentsExternal messages coming into the component are present
in all the states and we can imagine that they are like the reesrdf a set that is constantly attached to
all the states in the corresponding labeled transitionesystin this way we abstract from buffering the
external messages, and we do not need to have a special retinmonent modeling an environment.
The environment of each component is modeled as extra ti@rssiadded to operational semantics of a
component. It is shown in the de nition of the set of trarmitirelations in the labeled transition system

of Figure 7.

Abstracting from parameters and dynamic topology For the sake of simplicity, we abstracted the
method de nitions from their parameters. Methods with ghtés which range over nite data types as
parameters, can be modeled as multiple methods with no péeesn Consequently, assuming a statically
given a priori upper bound to the number of created objectsamemodel a restricted form of dynamic
topology.

Dynamic creation of rebecs Inthe compositional veri cation approach, the behaviomiérnal rebecs

of a component is fully modeled without any abstraction. @mamic creation of internal rebecs can
be also modeled naturally. By abstracting the environmenitmedel it with a constant set of external
messages. If we assume an environment which is dynamidadigged by creation of new rebecs, then
the set of external messages can be considered as a comttantysif the behavior of internal rebecs
does not depend on the sender of a message. As the set of@datiges is a constant, and new rebecs
are created from this constant set of active classes we itlamatlel the environment as a constant set
of external messages.

If in the code of a rebec, there is an explicit reference tostirader of a message then the behavior
of the receiver depends on the sender of the message andstracilbn no more preserves the original
behavior. For the sake of simplicity, in the de nition of apdonal semantics of a component (Figure 7),
we do not consider dynamic creation of rebecs (nor intemdlexternal).
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Deciding on how to decompose Internal rebecs constitute the “focus” of a particular gsisl De-
termination of such a focus may often be the result of irdnitand experience with similar patterns of
open systems and depends on the properties which have tovepiit is the responsibility of the mod-
eler and cannot be fully automated, although some work has ene in automating this process and
eliminating user guidance [6]. There is no general appraacd®composing the system in components,
components have to be selected carefully to lead to a snsdditr space [24]. In many cases, specially
when there is symmetry in the model, we can reduce the state sgni cantly.

Composing two components With the decomposition technique the universe of rebecdwsys
known. The active classes in the closed system designatesah Given a model as the universe of
rebecs, any ( nite) subset thereof can be the set of intemiadcs of some Rebeca component. Given
two such components, we are able to compose them into aramthgronent. The resulting component is
the union of internal rebecs of the constituents. Interndl external messages can be obtained knowing
the universe of rebecs and internal rebecs. Note that demsingpa given close model is different from
composing open components which are de ned in an unknowim@mment.

is a set of rebecs concurrently executing, and we have , ,

is the set of identi ers of internal rebecs of.
is the parallel composition of components , and we have ,

is the set of possible valuations for variables of component

is the set of possible states for the inbox of componentle ned as a multi-queue
Each queue is de ned as a nite sequence of messages condisigato an internal rebec as the receiver.

Figure 6. Summary of de nitions (cont.).

The de nitions for components are formalized in Figure 6 apérational semantics of a component
is summarized in Figure 7 [39].

Example 5.1. (A component in a Rebeca model)

In our producer-consumer example with no dynamic behagyufe 2), we can take rebecs

and as an open component, and the consumer as environment. drhjgooent can be de-
noted by . The external messages coming to the componentieék€onsumend
giveMeNextConsunmaessages from the consumer to the buffer. We assume thesagassare always
enabled.

Example 5.2. (Composition of components in a Rebeca model)
If we compose two components and , we will have

. Itis the union of internal rebecs which made a closed sy$tera. Internal and
external messages can be obtained knowing the universbexfs@nd internal rebecs.

5.2. Formal Justi cations

The state explosion problem may be avoided by using techritjuat replace a large component by a
smaller component which satis es the same properties. Véel menotion of equivalence or preorder
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Operational semantics of a component is de ned as a labeled transition system

is the set of component states where . is the set of possible values for all th
variables of rebec, is the set of known rebecs and known methods p&nd is the set of possible states for t
message queue.

@ D

is the set of labels, that are all possible messages, tavhere we have

is the set of transition relations on states, where
, iff , and is an enabled transition, which means
Ji.e., is an internal message on top of the queue or ,i.e., isan
external message; and
results from and as follows:

- If then the message is popped from , i.e., , otherwise does not
change.
— Transition that is red by message causes the method of the rebec to be executed as an

atomic operation, in which:

Execution of ordinary statements in may change the value of some variables ¢f ), and
execution of each statement in

ifitis a send to an internal rebec, changes the message (ueus),
otherwise it has no effect on the state.

=

is the initial state of the component. Variables are initid to their default values according to thei
types, and is de ned such that the queue of each rebec with identi ercludes only the message Lt
is obvious that

Figure 7. Operational Semantics of a Component.

among structures guaranteeing that two components s#tisfyame set of formulas in a given logic or
that certain properties are preserved.

A simulation relates a component to an abstraction of thatpmment. Because the abstraction
can hide some of the details of the original structure, ithhigave a smaller set of state variables. The
simulation guarantees that every observable behavior afrgponent is also a behavior of its abstraction.
However, the abstraction might have behaviors that are aggtiple in the original component.

Weak simulation and property preservation Now, we explain the weak simulation relation among
components in our model. Here, the model is simpli ed by igng dynamic creation and dynamic
topology. Therefore, referring to the operational sentantif models in Section 3.2, the state space
won't expand dynamically from formula (1) to formula (2).

As explained before, external messages coming into the aoem are present in all the states and
we can imagine that they are like the members of a set thanstaotly attached to all the states in the
corresponding labeled transition system. So, in each, st&tdave a set of variables, a message (multi-
)queue, and also a set of external messages. Because thexdetioal messages is constant in all states,
we do not need to consider it in each state.

To de ne the weak simulation relation between two composewe use the operational semantics
de nition in Section 3.2 and the component de nition in théection, and the following notation. A
component is a set of rebecs, the set of identi ers of internal rebecs a6 denoted by and its
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state by . The set of valuations for variables of componenin state is denoted by . The
inbox of component is de ned as a multi-queue, each queue is de ned as a niteisage of messages
corresponding to an internal rebec as the receiver. Thé-quduie of component in state is denoted
by . As explained in Section 3.2, a label is a message of the form , where
is the identi er of the sender rebecis the identi er of the receiver rebec, and designates
the method of to be executed.
We also de ne a projection relation between two states.eStatis a projection of state (denoted
by ), if (1) ; (2) the variables of their common rebecs have the same sjailee,
; and (3) the multi-queue is a projection of
The multi-queue is a projection of the multi-queue (denoted by ), if
and for each the sequence of messages in , ignoring messages with
, Is the same as the sequence of messages in
With this terminology, we now de ne the weak simulation rea.

De nition 1. (Weak simulation)Given two components and of a given model, represented by
labeled transition systems with signature of action labels and with
signature of action labels , such that

1. Arelation is a weak simulation relation betweenand if and only if for all
,If , then the following conditions hold:

(a)
(b) for every state and label such that , there is a state  with the
property that (if ) or (if ) and

2. We say that weakly simulates (denoted by ) if there exists a weak simulation relation
between and such that

Next we introduce a theory which provides a formal justiicat of our compositional veri cation tech-
nique of a component-based model. This theory consists @tti@orems, one theorem which semanti-
cally characterizes the behavior of a component in the gbwfea given closed model in terms of the
above weak simulation relation, and a general theorem wtrighides the semantic characterization of
the logic in terms of the weak simulation relation.

Theorem 1 (Weak simulation relation between a component and its corsiion with another arbi-
trary component)For any two components and of a model (de ned on the same universal set of
rebecs), weakly simulates

proof. Consider . We have to show (1) that is a weak
simulation and (2)

1. Toshow that is a weak simulation:

(@) is in the de nition of
(b) For the second condition, let and such that
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i. If then  staysunchanged, i.e., and we still have . But
means that is a message to rebecs in the component.e.,
. In this case will be executed and so the variables of () remain
unchanged, and also messages that may be sentdrg not put into the multi-queue of
. Thus, won't be changed either and therefore

i, If , it means that , when . We have to show thatis enabled
in , and then also show that . First, we show thatis enabled in in all
the possible conditions:

is external for both and . We know that , SO and the set of

external messages tois a subset of external messages toThus, is enabled in

is internal for and external for . It means that is a message coming from a

rebecin ,e.g., . When is an external message for, it is always enabled
in all states, soitis enabled in .
is internal for both and . We know that , SO and also

. From the de nition of projection we know that ifis on the top of the
gueue in , it has to be on the top of the queue for too. Thus, is enabled in

Second, we prove that is the same for all three cases.

execution of causes the same changes on variables of both componenth§us
variables in ); and

it may send some messages to rebecs jitausing the same changes in both queues

of and ; or it may send messages to rebecs in making to be
different from but still guaranteeing and so
2. Now we show that . This follows from the de nition of the initial state in theperational
semantics of components: ; furthermore, , because there are

only init messages in both of them.

De nition 2. (Satisfaction relation) A computation of a component is a maximal execution path
beginning at the initial state. Given an LTL formulawe say that iff holds for all computations
of

We have the following theorem which restricts the corresiio theorem of Clark et al [11] to safety
properties.

Theorem 2 (Property preservation)f  weakly simulates , then for every safety property speci ed
by an LTL-X formula (LTL without the next operator), with atomic propositions wariables in ,
implies
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Compositional veri cation  Using Theorem 2 we have the following corollary for compiosial ver-
i cation of LTL-X safety properties. is the parallel composition of components
and we have

Corollary 1. (Compositional veri cation)Let and be a safety property of specied
in LTL-X. In order to show that is a property of system , it suf ces to nd properties for each ,
such that,

1. For is a property of , and
2. is valid.
We can prove for , by model checking. After that if then

is a property of .

There are no conditions on selected components. But, oslvidtLis better to put highly interacting
rebecs in a component. It would also be better to select lposepled components for model checking
in order to decrease the number of external messages. Soesetve need to share some rebecs between
some components. Theorem 2 holds in this situation too. éleme can use Corollary 1.

Sometimes a system consists of similar components in wldsh we can use a kind of generaliza-
tion. We say two components are similar when they considgi@same number of rebecs and for each
rebec in one there is a corresponding rebec in the other aoempoand both rebecs are instantiated from
the same class. Since all instances of a class have sintlperies, so have all similar components. The
modeler chooses a component which its parallel composititma number of other similar ones makes
up the total system. S/he veri es the property of this comgrarby model checking and it is generalized
to other similar ones. Then, the rest is done by using Carolla

Example 5.3. (Producer-consumer: veri cation of a property using abstraction)

The critical section in producer/consumer example is tHeebwhich is a shared object. The system
safety requirement is that at any given time the producercandumer do not access the buffer simulta-
neously. Itis speci ed in LTL-X as follows:

Here, the property of the system is localized to a propertynef rebec: the . So, we can
pick the as the component and the rest of the system as its environrmbetdesired
property is proven by model checking and shows that the sys#dis es its safety requirement. The
reachable states generated by NuSMV in model checking thisgle, consisting of one producer and
two consumersis . Using our compositional veri cation approach and assuptire

as a component the reachable states will reduce to. By increasing the number of consumers to four
we have million reachable states for the closed world model and reachable states using
compositional veri cation approach.

In Example 5.3, we only use Theorem 1 and Theorem 2 to provertperty of the system by model
checking a component. The following example shows how wel ne@se also Corollary 1 in order to
prove the desired property.
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Example 5.4. (Compositional veri cation of a property)

Consider the dining philosophers example. There guhilosophers at a round table. To the left of each
philosopher there is a fork, but s/he needs two forks to eatcoOrse only one philosopher can use a
fork at a time. If the other philosopher wants it, s/he just tawait until the fork is available again. The
system safety requirement is that at any given time two meighg philosophers cannot both hold the
fork between them.

If we denote theth philosopher by and the th fork by , and each philosopher has
two boolean variables and , indicating if the right and the left fork is in its hand, thére safety
property of the system is speci ed in LTL-X as follows (denotes addition in mod, and is 4 in our
example):

By composing , and as a component, we have:

This property is proven by model checking and we need to usell@ry 1 to conclude the property of
the system,

Here we have 4 similar components, A philosopher is shared
between each two components, and all of these componergsimiar properties. The model checking
results and reduction in the state space can be rudtpt//khorshid.ut.ac.ir/ rebeca

6. Using a Tool for Model Checking Rebeca

Rebeca Group in Tehran and Sharif Universities developeditent-end tools for model checking Re-
beca models. These tools translate Rebeca models to SMVranteR code, then these codes can be
model checked by the back-end model checkers NuSMV [1] amd [Bp An integrated tool, Rebeca
Veri er, is also developed which includes the front-endnskator tools and also support the composi-
tional veri cation approach [42].

For automatic abstraction, the modeler selects a subseatbeits in a Rebeca model to create a
component. This will generate an open system. The rebeashveine now interacting with the outside
world and their interface with the environment are all deii@ed and visualized. The tool determines the
external rebecs which interact with the component as its@mwient, and a Rebeca code is automatically
generated for this component model.

Rebeca Veri er is used to apply compositional veri catioppgoach on some case studies. Rebeca
code and the properties that are checked for each case stndhedound ahttp://khorshid.ut.ac.ir/

rebecaor athttp://mehr.sharif.edu/msirjani/rebeca The results show how our approach reduces the
state space in these case studies signi cantly.
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7. Conclusion and Future Work

Actor-based modeling can help the modeler via its encafelitzonstructs and formal veri cation can be
used to design more reliable systems. Compositional vation is needed to apply formal veri cation

in practice. It is most effective when the model is modulat tre modules are encapsulated and loosely
coupled.

In Rebeca, we have independent reactive objects cadlgets which run concurrently and commu-
nicate by asynchronous message passing. There is an urtbomeksage queue for each rebec. We
have classes for declaring the rebecs in the model. Therdfisrpossible to reuse the code and simplify
the veri cation process. A system can be decomposed intogpoments that are executed concurrently.
We can rst verify properties of these components, speciretdTL-X or ACTL by model checking, and
then conclude the overall system property using these laseilts.

We use abstraction and symmetry to tackle state explosioblgm. The asynchronous nature of
message passing in Rebeca, let us to use coarse-grainsdidrenwhich reduce the state space and
make the model simpler. Abstracting from message queugseirifging system properties introduces
some kind of abstraction. We also use symmetry to simplify\ari cation process when there are
replicated components in the system.

We de ned our compositional veri cation approach on the plined version of Rebeca ignoring
certain dynamic behavior. Reformulating the speci catlanguage and the developed theory of com-
positional veri cation, considering dynamic object crieatis planned for the future. Currently we are
limited by the data types provided by the back-end modellarscand the size of state space generated.
Investigating other abstraction techniques to handle unéded queues is considered in our future project
to model check Rebeca models directly.

Another line of research concerns a very promising extensifoour compositional veri cation
method to high-level components which generalize rebesgt® of reactive classesth well-de ned
interfaces. Abstracting from the internal class structiwreh a component behaves as a rebec in Rebeca.
This work is carried out in the context of the IST-2001-33322 project Omega [13] on the correct
development of real-time embedded systems in UML.
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