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contract DosAuction {
address highestBidder = 0x0000000000000000000000000000000000000000;
uint256 highestBid = 0;

function bid() public payable {

require(msg.value > highestBid, "Need to be higher than highest bid");

if(highestBidder == 0x0000000000000000000000000000000000000000) {
highestBidder = msg.sender;
highestBid = msg.value;

}

else{
// Refund the old leader, if it fails then revert
require(payable(highestBidder).send(highestBid), "Failed to send Ether");
highestBidder = msg.sender;
highestBid = msg.value;
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sort Address;

ons Normal,Attacker,Owner,null,Contract : Address;
map

equal : Address#Address —> Bool;

ar adl,ad2: Address;
eqn
ual(Normal,Normal) = true;
ual(Normal,Attacker) = false;
ual(Normal,Owner) = false;
ual(Normal,null) = false;
ual(Normal,Contract) = false;
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ual(Attacker,Attacker) = true;
ual(Attacker,Normal) = false;
ual(Attacker,Owner) = false;
ual(Attacker,null) = false;
ual(Attacker,Contract) = false;
ual(Owner,Owner) = true;
ual(Owner,Normal) = false;
ual(Owner,Attacker) = false;
ual(Owner,null) = false;
ual(Owner,Contract) = false;
ual(null,null) = true;
ual(null,Normal) = false;
ual(null,Attacker) = false;
ual(null,Owner) = false;
ual(null,Contract) = false;
ual(Contract,Contract) = true;
ual(Contract,Normal) = false;
ual(Contract,Attacker) = false;
ual(Contract,Owner) = false;
ual(Contract,null) = false;

1 == ad2 = equal(adl,ad2);
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bid(highestBidder:Address,highestBid:Int,balance:Int,value:Int,addr:Address) =
(value > highestBid) —->
(bid_firstSuccess.
((highestBidder == null && highestBid == 0) —>
(call_succBid.Auction(addr,value,balance + value))
<>(highestBidder != null || highestBid != @) —>
((call_transfer_EmptyFallback(highestBidder).bid_secondSuccess.call_succBid.
Auction(addr,value,value)) +
(call_transfer_NoFallback(highestBidder).bid_secondFail.call_failBid.
Auction(highestBidder,highestBid,balance)) +
(call_transfer_Fallback(highestBidder).bid_secondSuccess.call_succBid.
Auction(highestBidder,highestBid,balance — highestBid)))
<> delta))
<> bid_firstFail.call_failBid.Auction(highestBidder,highestBid,balance);
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1. Solidity official documentation: https://docs.soliditylang.org/en/v(.8.24/

2. MCRL2 official documentation: https://www.mcrl2.org/web/index.html

3. GitHub repository of project: https://github.com/Mohadeseh-Rafiei/
solidity

4. Smart contracts security service: https://mythx.io/
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